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Severreal.org, Sibreal.org 3abnokupoBanbl B Poccum

Yro memnaTp?

Be3 HCTPyMeHTOB 1151 06X0na OI0KMPOBOK BBl HE MOXXETE 3aXOLUTh Ha HAIIIV CaliThI
HaIIpIMYIO U OTKPBIBATh CCBIIKY Ha HAIllM MaTepMabl 13 colceTell. [ToaTomy:

IToxmuceIBaliTech Ha HaIy cTpaHuiel B Telegram, Facebook, Twitter, YouTube,
Instagram - TaM MOXXHO CMOTPETbh HAIUM BULEO, YATATH MCTOPUIA U Y3HABATD
HOBOCTH, HE TIePEXOs Ha CATHI.

Paccrinka

Jasxxe Kurasi He CMOT OCTAHOBUTD PACIIPOCTPaHeHe MHGOPMAIIMH Yepe3 JMeKTPOHHBIE
I0YTHL. [OAIMIINTECh HA HALITY PACCHLIKY, YTOObI IIONAYYaTh eXXKeIHEBHbIE 0OHOBIEHS

VPN

Yro Takoe VPN? Bupryanshas qacTHas ceTh (VPN) II0O3BOMSIET 9€0BEKY CKPBITH CBOKO
JIVYHOCTD ¥ MECTOPACIIONOXEeHNe, IOLK/IIOYMBIIVCE K CEPBEPY B IPYTOM MeCTe. DT
[IaHHBIE NOBOJIBHO CI0XKHO IIePeXBaTUTh. B Mupe pesko Bo3pocia monyrIpHocTs VPN B
CBSI3V C TeM, YTO JIFOIM Hadaly CepbesHell OTHOCUTECS K MHTepHeT-6e3011acHOCTH.

I[TosBIock MHOXeCTBO VPN-CepBICOB: IPOCTHIX, CIOXHBIX, OECIIIATHBIX, IIATHBIX,
IOPOTUX ¥ HEeLOPOIMIX BAPMAHTOB. B Takmx cTpaHax, kak Poccus, VPN-cepBucel
BIOKMPYIOT B IIOMBITKAX II0JaBUTh CBOOOLY HocTyma K mHPopmanum. HexoTopsre
ABTOPMTaPHbIE IPaBUTENbCTBA LaXKe IPoABuraroT cobcrserusle VPN, 4Tob5I MMETh
BO3MOXXHOCTB KOHTPOIMPOBATh MHTEPHET-TPAUK.

BecmaTHble cepBIUChI, KOTOPBIM MBI noBepsiem - nThlink u Psiphon, Lantern,
Orbot, koTopBIe IperoCTaBALIOTCS OeCIIATHO IPY OALepIKKe POHa OTKPBITHIX
TEXHOJIOT 1, AMEPUKAHCKO HEKOMMEPUYECKOI HEIPABUTENbCTBEHHOM
OpraHM3alVe, CO3NaHHO IS “pacIiMpeHus CBOOOLBI C/IOBa, 00X0/a LIEH3YPhI 1
IIPEIITCTBOBAHMIO PEIIPECCUBHO CIEXKKE, YTOOBI IIOLBUTATH [TPaBa YEI0BEKA U
oTKpbITOrO 0611ecTBa. VPN macT nocTy k 3abI0K1pOBaHHBIM I1aTGopMam
COIMANIbHBIX CETEL.
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IepBBIit Opaysep, paspaboTaHHBIA A1 NHTEepHeT-naTrayHa. OH mcronb3yeT P2P-
CeThb U yMeeT 0OXOLUTD OIOKMPOBKY CAITOB B CTPAHAX C MHTEPHET-IeH3yPOIA.
BecnaTHO 11 6€3 peKIaMsl.

3epkaina. UTo 3a cTpaHHbIe CCBIIKY Ha CaT?

Bo3MOXXHO, BBI 3aMeTmay Gosree IIVHHBIE 1 HeOObIYHbIE CChIIKY Ha HEKOTOPBIX HAIIINX
HOBOCTHBIX CcaiiTax. MBI MCIIOMB3yeM TaK Ha3bIBaeMble “3epKana’ HalluX CaiToB,
pacIipesiesieHHbIe [10 HECKOIBKVM MeCTaM, YTO0bI BIACTSIM ObII0 HAMHOTO CJIOXKHEe
3a6JI0KMPOBATH JOCTYII K HAIIVIM CATaM.

3epKanbHBIN CAaliT — TOYHAs KOIMS caiita may Habopa Gaiiios Ha cepBepe, KOTOpEIe
pasMeleHbl Ha IPYyTroM CepBepe, TaKMM 00pa3om, 4TOOB!I CaitT miayt Gpaiiibl JOCTYIIHbL U3
boree ueM ofHOTO MecTa. MBI MCIIONb3yeM 3epKala, KOI/a IPaBUTeIbCTBA VI
perynmpyolye opraisl OIOKMPYIOT U IIBITAIOTCS LIeH3yPUPOBATh CaiiT. UnraTeny mo-
IIpe>XXHeMY MMEIOT JOCTYII K MCXOLHOMY KOHTEHTY, HO BMECTO 3TOTO YMTAIOT ero Ha

TapasiesIbHOM CaliTe.
"3epxana” He pabOTAIOT JOCTATOYHO JOITO, IOTOMY YTO BIACTY BCe DBICTpee MX
60KMPYOT. MBI peKOMEHyeM BaM JCIIONb30BATh, €CIV BBl XOTUTE OBICTPO MOLEINTHCS

CCBLIKAMM CO 3HAKOMBIMM, KOTOPbIe He UCIonb3yoT VPN. UToOb! TONyINTh 3€PKATbHYO
CCBIJIKY, BbI MOXXETe CKavaTh pacuimpenne nias Chrome u Firefox.

Ho mb1 PEKOMEHOYEM BaM HE VICIIONB30BATh VX B Ka9€CTBE IIOCTOSHHBIX CCBLJIOK Ha

cBOMX Beb-caiTax u B 60jee LOATOCPOIHBIX MYOIMKAIMSX B COIMATBHBIX CETSX,
IIOCKOJIBKY MX, KaK [IPaBIIIO, GIOKMPYIOT B TEUEHE HECKOIBKIX JHEIL.

CanymaTs mopxactsl Pagyo CBoboza

[opnuimrech Ha Crymmio monkactos Paguo CBoboza Ha Baruen 106mumoit
mratdopme

IIpmnoxxerne Pagyuo CBoboza

Veranosute mpuioxenne Pagno CBoboza B App Store mim Google Play - B HéM
LOCTYIIHBI BCe MaTepyasIbl HAIlX CaliTOB.
Ilng monb3osaTenelt Android - APK file

RSS

V Hac ecTs RSS 1u1s TeX, KTO TIOMHMT, 9TO 3T0 Takoe. Y ox paboraet!
ITndposoit Cammsgat
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Kak o6orit 6nokumpoeky - Pagno Ceoboaa
MpI mosaraemcs Ha Hallle COO6LU,€CTBO ¥ YUTaTenen IIpYM PaCIIPOCTPaHEHNIV HalllX

peropTasxeit. MsI barofapHsl 3a KaXX Ly CCBUIKY Ha HAIIV MaTepMabl, KOTOPOJ BB
LennTeCh y cebs B COLCETSX VIV IlepechlIaeTe 3HaKOMbIM.

HeB0o3MOXXHO 3HATH HaBEePHIKaA, KaKVe TEXHMYIECKNE BO3MOXHOCTI Y JIIO,ELEIZ, KOTOPBIM
BBI OTIIPABJISIETE CCHIIKIL. Ecnu BBI He 3HaeTe, eCThb I yV HUX VPN un CMOTYT JIVI OHI
OTKDBITE CCBIIIKY, BBl MOXXETE OTIIPABIATE HAIIV MaTe€pPMaJIbl B BULE (]?aﬁJIOB.

BbI MOXKeTe CKa4aTh BCe HaIllM BIAEO 1 ay410 C HAIlMX BeD-CaiiToB, a 3aTeM IOLEMUThCST
viMit. Ecavt BbI XOTHTE HIOLEMUTHCS TEKCTOM, PEKOMEHAYEM HaXKaTh Ha KHOIIKY
“pacrieyarars OKyMeHT B BauieM 6paysepe u coxpanuth daiin kak pdf, a satem mpocto
TIepeciaTh 3TOT JOKYMEHT.
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“Nlyxossre” caittel TOR

BrI Taxoke MoxeTe cKadaTh Opaysep Tor [ aHOHMMHOTO 1 6e30I1aCHOTO LOCTYIIA K
HAIIVM ‘TyKOBBIM CalTaM.
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Kak o6orit 6nokumpoeky - Pagno Ceoboaa
Bpaysep Tor — 30 becrnaTHOe IPOorpaMMHOE 0becriedeHme ¢ OTKPBITHIM MCXOLHBIM

KOJZIOM, KOTOpOe II03BOJISeT MI0LSM aHOHMMHO BBIXOIUTE B MHTepHeT. CepBuC
HaIpaBIseT MHTepHeT-TpadUK Yepe3 TaK Ha3bIBAEMYIO OBEPIENHYIO CETb,
pa3bpocaHHyIo [10 BCEMY MUPY. DTO 3HAYUTEIBHO 3aTPYLHSIET OTCIAEXKBAHNE
VIHTePHEeT-aKTUBHOCTY IIOJb30BATEN].

dta cucrema bpLra paspaborana yueHsimy mpaBuTenscTsa CIIA B 1990-x ronax, 4To6s!
IIOMOYb 3aIMTUTh COOOIIIEHNS aMepPUKAHCKOM pa3Befku. [103)Ke ero nmiieH3us OblIa
oOHapoLOBaHa U IlepeaHa 3alMTHIKAM CBODOLBI MHTEPHETA 13 YACTHOTO CEKTOpa IIPI
dmuaHcoBoit nonmepxke npasurensbcTa CITA, Human Rights Watch u mpyrux
opraumsaumit. [ITab-kBapTMpa HEKOMMEPUYECKOI OPraHM3aIN, IO I PXKMBAIOIIE
cnyx06y TOR, Haxonurcs B Cuatie.

Kax cxauats 6paysep Tor mns Windows, MacOS, Android, Linux
Ins i0S https://onionbrowser.com/

Ecnu caiiTsl 3aBI0KVPOBAHEL, Bl MOXKETe OTIIPABUTH IIVICEMO 6e3 COZepKaHms Ha
gettor@torproject.org, 1 Bam BBIIIIIOT KOMITIEKTAIIO 6pay3epa 110 IeKTPOHHO!
TIouTe.

Tam, rme Tor 3a61101<Mp013a.H, JocTyI K ceTy Tor IpefoCTaBaIeTCS YUTATENIM C
TIOMOIIIBIO0 MOCTOB.

[Tonp3oBaTensIMm cirenyer O6paTI/ITbC5I 33 MOCTOM CJI€OYIOIIVIM o6pa301v1:

OrmpasuTs 3anpoc '/bridges” Ha cenmanpusbiit Telegram-kanan @GetBridgesBot,
a 3aTeM ZO6ABUTH ONYYEHHBIE CTPOKYM MOCTOB BPYYHYO, [IyT€M KOIMPOBAHMS U
BcTaBky B 6paysep Tor [Hactpoitxku — Tor — MocTst — IIpemocTaBuTh MOCT).

OTnpaBUTh 3aIIPOC Ha MOCT I10 NIEKTPOHHOI rouTe: bridges@torproject.org; a
3aTeM L00aBUTh [IONyYeHHbIe CTPOKY MOCTOB BPYUHYIO, IIyTeM KOIVPOBaHMS 1
BcTaBky B 6paysep Tor [Hactpoiixu — Tor — MocTst — IIpemocTaBuTh MOCT).

MonkmtounThes uepes Snowflake 3 6paysepa Tor [Hactposixu — Tor — MocTsr —
Bri6paTh BCTpoeHHbII MocT > Snowflake].

YT06BI BBECTH 3aIpally{Ba€Mble MOCTHI, BRIIIOJHWUTE CAELYIOIIME feCTBIAS:

Ha xomnrerotepe: Hactporiku — Tor — MocTsl — IIpenocTtaBuTh MOCT
Android: Kou¢urypauus mocra — IIpenocTaBuTh MOCT, KOTOPBIN 5 3HAI0

i0S: Kouduryparms mocta — [Tomp30BaTeIbCKIIE MOCTHI
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ITpoexr Tor nommep>xmBaeT Telegram—KaHaJI ILJIS TIOA,LePOXKY TI0Ab30BaTeNell Ha

AHTIMIICKOM U pyccKkoM g3bIkax: @ TorProjectSupportBot.

Mepnenno paboraet YouTube?

MuHMMU3MPOBATh oMex 0T '3amennerus’ YouTube B 6paysepe MOMOXET aKTUBALL
rporoxosna QUIC. [ins aToro HabepmTe B IIOMCKOBOI CTPOKe bpaysepa:

Chrome - chrome://flags/#enable-quic, 3aTem Haporus Experimental QUIC
protocol ormeTsTe EnableEdge - edge://flags/#enable-quic

Firefox - about:config — network.http.http3.enabled

Opera - opera://flags/#enable-quic

Veranosute mpotokor QUIC B monoxxenne Ha Default man Enabled. Ecin on yixe
Default, nomensts Ha Enable. [Tepesarpysute 6paysep.

i0S - mactpoiiku — pasgnen «Safari» — MomonHerus — ormeTnTh «Experimental
Features» — Brmrounts HTTP3.

[Tepesarpysute 6pay3sep

YuTayiTe TaKXe:

CaifiT 3abm0KMpoBaH? JTO HEIPMITHO, HO IIPODbIeMy MOXXHO PeLInTh
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q@awetﬁpayaep TOR ¥ KaK OH 3aWMiaeT Bawy aHOHUMHOCTb...
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YTO TAKOE
bPAY3EP TOR?

Yo Takoe 6paysep TOR u Kax OH 3aIlMINAeT Ballly AaHOHVMHOCTb B
VHTepHeTe?

NdK.CAGNATEBALLIM NAPOJ CUNBbHBIMU N 3dlUNLLEHHBIMY

Kaxk CLEJIaTh BalllVl IIaPOJIV CVJIBHBIMV M 3aIIIVITIEHHBIMMU

s

YctaHoBute MobunbHoe npunoxenue Paguo CBoboga YcTaHoBUTD
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‘ ' Yuraiite CBoboay B Tenerpame m

‘ é Nopnuwuteck Ha CBoboay B Google HoBoCTAX Moanucatbes
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