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The Al-Qaeda Media Nexus and the Internet (July 2007)
Links between the Al-Qaeda Media Nexus and Internet Forums
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Key Links in the Al-Qaeda Media Nexus (July 2007)
Media production and distribution entities linked to both armed groups and the internet
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3.3 What Does It Mean?

What significance do these connections have and what can they
tell us about the global jihadist movement?

The ties are not purely virtual. While Internet-based media do
not provide the best basis for inferring operational links, the
constantly reinforced and carefully supervised associations
between MPDEs and jihadist groups must at some point involve
concrete individuals. When a video clip of an attack by ISI
appears on a forum tagged with the Fajr and Furgan markers, it
suggests that an individual affiliated with IS| forwarded footage
of the attack to an individual with the authority to act on behalf
of Furgan, who then transformed it into a more polished video
product and passed it to an individual with the authority to
distribute it under Fajr’'s imprimatur, whence it was posted to a
jihadist forum by a registered member — or forum administrator
— empowered to make ISI-Furgan-Fajr materials available to
forum users.

In practice, of course, the links may work somewhat differently.
Once footage of an attack is available,” a single individual
affiliated with ISI and authorized to act on behalf of Furgan
and Fajr and subsequently post to a forum could, in theory,
perform the rest of the work. Moreover, as we have noted, the
terms “production” and “distribution” in the context of an
Internet-based media effort may not refer to actual production
and distribution. The terminological imprecision reflects the
difficulty of applying concepts developed in the brick-and-
mortar era to newer technologies that simplify the necessary
processes to an extent that eliminates the need for a dedicated
infrastructure to support them.® The same imprecision affects
our use of the word “link,” which can mean here something as
ephemeral as e-mail contact between two individuals who have
never met and do not know each other’s identities.

7 The attack in question may or may not document an actual attack carried out on the
claimed target by a specific group. All that is needed is footage that can plausibly be
used to produce a media product highlighting such an attack.

8 Infrastructure, of course, is still needed — from electrical power to network
connections — but it is general in purpose and often shared. The same infrastructure
that allows jihadist groups to “produce” and “distribute” their media products just
as efficiently, and just as indifferently, serves many other media networks, from the
individual to the collective to the official.
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Nevertheless, the ties exist. However ephemeral they may be,
and whatever form they may take as they package messages
from actual theaters of operations to Internet forums, groups

as geographically distant as fighters in Somalia, Afghanistan,
and Irag could not make information, true or false, about their
exploits available through a limited number of consistently
branded distribution channels without coordination and contact
in some form. Open-source analysis cannot reveal the nature
and extent of these links; it can only point to evidence of their
existence.

But why do these ties exist at all? Couldn't jihadist groups
simply post their own materials to the Internet through forums?
Why go to the trouble of creating such an elaborate system,
with MPDEs linking some groups but not others?

We lack a definitive answer because we cannot ask the creators
of this network about their motivations. Nevertheless, it seems
that the rather peculiar form of the Al-Qaeda media nexus
results from both the loose-knit structure of the “global jihadist
movement” and the conflicting pressures that jihadist groups
and their supporters experience as they attempt to maximize
synergies from their media efforts, ensure the credibility of the
products they make available, and minimize vulnerabilities.

In theory, the jihadist “movement,” or what would be called

in Arabic the “salafist-jihadist current,” is a global push by
like-minded individuals and groups to restore pure Islam by
overthrowing the “apostate” regimes of the Muslim world,
ensure that “the word of God is supreme” by imposing
everywhere a strict interpretation of Islamic law, and defeat the
forces of “unbelief” by destroying the United States of America
and Israel.
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In practice, it is a chaotic amalgam of international terror

cells and localized insurgencies that espouse loosely

articulated common goals yet lack the organizational cohesion
of a movement and face an unprecedented global security
clampdown. Both internal and external factors — namely, a lack
of overall organizational cohesion and concerted counter-efforts
by security services — have impelled jihadists to channel their
efforts through a variety of decentralized structures.

In this light, the Al-Qaeda media nexus accurately reflects

the loose structure of the would-be movement itself. The
nexus links a variety of entities, some real and some virtual,
through a decentralized web of connections that were likely
spontaneous ties of both convenience and contrivance at their
origination but have since hardened into ties of convention. In
this, the Al-Qaeda media nexus resembles other online guerilla
media networks that present themselves as an alternative to
mainstream media.
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Despite this decentralization, the network’s activists attempt

to pursue common goals through the coordinated use of online
media. MPDEs maximize synergies that would otherwise be
lost if armed groups simply posted statements on their own. An
MPDE such as Fajr, which distributes statements by a number
of groups operating in different theaters, creates an implied link
and suggests a larger movement. At the same time, the links
created by MPDEs, which post media products to recognized
jihadist forums through “accredited” correspondents, establish
the authenticity of the media products and make it difficult to
introduce spurious offerings that might confuse the information
battlespace. These links are also a virtual recreation of the
financial and organizational ties between the brick-and-mortar
structures that exist in the world of mainstream media. At the
same time, the tenuous, virtual nature of these links minimizes
the risk to a global network of individuals and groups that are
the object of a worldwide dragnet by the security services of
numerous states.
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4 Jihadist Media in July 2007

4.1 Geographic and Organizational Focus

Charts 1 and 2, respectively, show the geographic and
organizational focus of jihadist media products that appeared in
July 2007. Both tell the same story — Iraq is the overwhelming
focus of attention. In Chart 1 we see that 78 percent of jihadist
media products with a readily identifiable geographic focus
(348 out of a total of approximately 446 items) concentrated
on Iraq. Chart 2 shows that two Irag-based organizations, the
Islamic State of Iraq and Ansar al-Sunnah, together were the
focus of the bulk of jihadist media in July 2007; 48 percent
and 33 percent, respectively, of media items released in that
period focused on those two groups.

GEOGRAPHIC
FOCUS

Bl lraq 348 (78%)

Hl Pakistan 5 (1%)
Bl Gaza 8 (2%)

Bl Somalia 14 (3%)

E Afghanistan 45 (10%)
I Algeria 10 (2%)
Hl Global 14 (3%)

Chart 1

Afghanistan was the second-most important topic of concern
for jihadist media in July 2007, accounting for approximately
10 percent of total production, whether measured in terms

of geographic or organizational focus. Somalia was the third-
best represented region in terms of both geographic and
organizational focus, with the latter coming in the form of the
Young Mujahidin Movement. Seen purely in terms of geographic
focus, “global” products, an admittedly subjective category,
were as prominent as Somalia-centered items. Media products
focused specifically on Al-Qaeda central or Al-Qaeda in the
Islamic Maghrib accounted for only a fraction of July 2007
jihadist media production.
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One caveat and two conclusions follow from these results.

The caveat is that the information provided in Charts 1 and

2 speaks only to crude totals; it does not tell us which of the
media products in question reached the greatest number of
viewers and readers, which had the greatest impact, or which
were amplified through coverage in mainstream media. One
could plausibly argue, for example, that the three statements
by Ayman al-Zawahiri that appeared in July 2007 were
significantly more important than the 14 statements by the
Somalia-based Young Mujahidin Movement. Obvious as such

a conclusion might seem, however, it would require significant
additional research to prove, and it is not at all obvious that we
currently possess reliable methods for evaluating the true reach
and influence of internet-based jihadist media.

The first firm conclusion that flows from the data is that the
three regions on which the bulk of jihadist media focuses

— lIraq, Afghanistan, and Somalia — are all zones of armed
conflict, albeit to varying degrees. The second is that Al-Qaeda
central, which releases comparatively few media products, has
been eclipsed in terms of aggregate jihadist media attention by
affiliates actively engaged in ongoing armed struggle in Iraq,
Afghanistan, and Somalia.

ORGANIZATIONAL
FOCUS

2%2%) 3%

Bl AS 142 (33%)
B S| 205 (48%)
7 (2%)

H Taliban 42 (10%)

 YMM 14 (3%)
Hl AQ 9 (2%)
Hl AQIM 8 (2%)

Chart 2
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4.2 Format and Genre

Charts 3 and 4 show, respectively, the format and genre of July
2007 jihadist media. Chart 3 shows the breakdown between text
and video for items that fell into one or the other of those two
categories in July 2007. Text products totaled 408 items, or 90
percent, while videos totaled 41, or 9 percent. Chart 4 shows
that operational and topical statements comprised the vast
majority of media products — 431 items, or 96 percent. More
in-depth materials focusing on broader issues were significantly
less well represented: 10 books (2 percent), four essays (1
percent), and five periodicals (1 percent).

FORMAT

Hl Text 408 (90%)
El Video 41 (9%)

Bl Audio 2 (.5%)
Hl Image 2 (.5%)

Chart 3

The preponderance of text materials is an important indication
that we cannot and should not discount the importance of
books, essays, and periodicals. The 10 books that were posted
among quasi-official jihadist media products, primarily on the
“news” sections of forums, were mainly global in focus and
generally appeared without “branding” by an MPDE (although
the Global Islamic Media Front issued three books). Titles
included a collection of poetry about Al-Qaeda by Muhammad
al-Zuhayri, The Largest Rare Military Encyclopedias, Rulings on
the Martyr in Islamic Law by Abd al-Rahman bin Ghirman bin
Abdallah, and the full Adobe Acrobat text of Bob Woodward's
Plan of Attack.
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Periodicals are an important genre of jihadist media
production. July 2007 saw the release of five significant
online periodical publications: a collection of past issues

of Biographies of Eminent Martyrs, a periodical from the
Islamic State of Iraq produced by Furgan and distributed by
Fajr that focuses primarily on Arab fighters who come to Iraq
in search of martyrdom; Issue 39 of Sada al-Rafidayn [Echo
of Mesopotamial, produced and distributed by GIMF; Issue
17 of Sada al-Jihad [Echo of the Jihad], also produced and
distributed by GIMF; Issue 2 of Hattin, an Urdu-language
publication produced and distributed by Fajr; and Issue 9 of
Vanguard of Khorosan, a publication about Afghanistan and
Pakistan produced and distributed by Fajr.

Charts 3 and 4 indicate that while video remains the most
attention-getting genre of jihadist media, this should not lead
us to discount the importance of text materials, which account
for the majority of media production. In particular, periodicals
released by established MPDEs and focused on specific
theaters of combat can and should receive greater scrutiny.

GENRE

Hl Statement 431 (96%)
Il Periodical 5 (1%)

B Essay 4 (1%)
Bl Book 10 (2%)

Chart 4
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4.3 Producers and Distributors

As was noted earlier, the division of MPDEs into “producers”
and “distributors” is largely symbolic. In point of fact, these
are branding mechanisms, as it is impossible to determine with
any accuracy on the basis of available open-source information
whether the “organizations” represented by logos on jihadist
media products are actually producing or distributing
statements, or even whether they really exist. Yet they play an
important role, both in establishing the legitimacy of a given
media product and in linking products that come from various
armed groups and geographic regions.

Charts 5 and 6 show the main “producing” and “distributing”
MPDEs for July 2007. Taken together, they provide a general
overview of the most widely encountered branding mechanisms
that establish the legitimacy of jihadist media products.
Excluding those MPDEs that are affiliated or associated with a

single group, we arrive at the following list of MPDESs that either

produce or distribute media products on behalf of more than
one jihadist group: Fajr, GIMF, and Sahab.

A number of conclusions emerge from this result. First, these
three MPDEs are the consistent and predictable branding
mechanisms for media products associated with more than
one jihadist group. They are also the point of contact, through

PRODUCERS

Bl AS 142 (33%)

Bl Fajr 181 (42%)

Hl Furgan 15 (3%)
GIMF 35 (8%)

Il MFT 36 (8%)
Bl Sahab 12 (3%)
Hl AQIM 8 (2%)

Chart 5
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an “accredited correspondent,” with the forums that actually
distribute materials on the Internet. This means that at the
very least links of trust must exist between both the MPDE and
the armed group, and the MPDE and forum administrators.

In other words, for Fajr to have a consistent association both
with ISl and AQIM, as well as a “correspondent” capable of
posting materials to the dedicated “news” sections of jihadist
forums, there must be at a bare minimum a trusted channel

of communication that links all of the entities. The individuals
involved may not necessarily be personally acquainted, and they
may change over time, but the trusted communications channel
itself must exist.

DISTRIBUTORS

27%

B Fajr 345 (79%)
EJMC 21 (5%)

Bl Ansar 3 (1%)

Il SJT 36 (8%)

Hl Sahab 11 (3%)
Hl JME 4 (1%)
Il GIMF 15 (3%)

Chart 6

Second, Fajr, GIMF, and Sahab are, by virtue of their consistent
ties to more than one armed group and a number of forums,
crucial guarantors of authority and credibility. Information
operations intended to undermine the effectiveness of jihadist
media should target these “brands” in order to sow confusion
and muddy the information space that jihadists have carved out
for themselves.

Finally, just as Al-Qaeda represents a mere fraction of total
jihadist media production, its main MPDE, Sahab, is a relatively
minor player, quantitatively speaking, in the overall flow of
jihadist media.
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5 Conclusions

The material collected and analyzed here gives rise to a number
of key findings and suggestions for future research on jihadist
media. | present first the key findings and then suggested topics
for further research.

5.1 Key Findings

B The “original” Al-Qaeda led by Osama bin Laden accounts
for a mere fraction of jihadist media production

e While statements by Al-Qaeda leadership figures
like Ayman al-Zawahiri draw significant attention in
mainstream media, particularly in the English-speaking
world, a careful review of jihadist media production in
July 2007 shows that Al-Qaeda central is a relatively
minor quantitative presence. This is not to discount
the possible importance of statements by Al-Qaeda
leadership figures, but rather to suggest that they should
be viewed in the overall context of the media products
that make up the bulk of the daily jihadist news flow.

B Media production and distribution entities serve to link
varied groups under the general ideological rubric of the
global jihadist movement

e The same MPDEs that “brand” jihadist media also
create virtual links between the various armed groups
that fall into the general category of Al-Qaeda and
affiliated movements. Gaining quasi-official status
through consistent usage, these MPDEs not only certify
for consumers of jihadist media that they are receiving
“genuine” products, but also create the impression of
a single, interconnected armed effort proceeding under
the ideological umbrella of Al-Qaeda.

B Three key entities connect Al-Qaeda and affiliated
movements to the outside world through the Internet

e  Three key MPDEs — Fajr, GIMF, and Sahab — not only
receive materials from more than one armed jihadist
group but also post those materials to the Internet.
Figure 17 shows the full media nexus with those three
MPDESs highlighted. At the very least, this points to the
existence of a trusted communications channel linking
these MPDESs both to the groups in question and to
forum administrators.

Information operations intended to disrupt or undermine
the effectiveness of jihadist media can and should target
the MPDEs that brand these media and act as the virtual
connective tissue of the global movement.

The bulk of jihadist media production is text

e  While video is an important component of jihadist
media, text products still account for the overwhelming
majority of the daily media flow posted to forums.
Within text products, periodicals released by MPDEs
and focused on specific “fronts” are an important genre
that deserves more scrutiny from researchers.

The vast majority of jihadist media focus on conflict zones

e The study found that media products focused on
Iraq, Afghanistan, and Somalia, or on armed groups
operating in those areas, account for the vast majority
of jihadist media in July 2007. Each of these areas
includes zones of armed conflict.

The priorities of the global jihadist movement are Iraq,
Afghanistan, Somalia, and North Africa

e Using media attention as a gauge of priority, the
geographic regions that are of the greatest importance
to the global jihadist movement are, in order, Iraq,
Afghanistan, Somalia, and North Africa.

Jihadist media are attempting to mimic a “traditional”
structure in order to boost credibility and facilitate message
control

e Recent years have seen the rapid development of
increasingly interactive Internet-based applications
and social networks sometimes termed Web 2.0.
While conventional wisdom holds that jihadist media
have been quick to exploit technological innovations
to advance their cause, the development trend seen
in this study suggests that jihadist media are moving
toward a more structured approach to online media
based on consistent branding and quasi-official
MPDEs. Their reason for doing so is likely a desire
to boost the credibility of their products and ensure
message control.
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B The branding of jihadist media is consistent and systematic

e The daily flow of jihadist media that appears on the
Internet is consistently and systematically branded. For
example, video clips of attacks by the Islamic State
of Iraq are always released under three “brands”: the
ISI, Furgan, and Fajr. The branding of other products
is similarly consistent, although associations and
affiliations may vary from group to group and may
change over time.

5.2 Further Research

The following questions emerge from the material analyzed in
this study and could form the basis for future investigations of
jihadist media and related topics.

B Does the “attention profile” of jihadist media map to the
financing of operations?

e Ethan Zuckerman's research on Global Attention Profiles®
has shown that the amount of attention mainstream
media devote to particular regions generally reflects
the gross domestic product of the regions in question.
Transferring this insight very broadly to jihadist media,
which focus on zones of armed conflict, we arrive at the
hypothesis that the “attention profile” of jihadist media
may reflect the distribution of financing for the operations
carried out by groups under the ideological umbrella of
the global jihadist movement.

9 See http://h20dev.law.harvard.edu/ezuckerman/
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B How have jihadist media changed over time, and what do the
changes tell us about the global movement’s structure and
priorities?

e The snapshot of jihadist media presented in this study
is necessarily static, focusing as it does on products
released in July 2007. A review of a broader chronological
sample could provide important insights into the changes
that have occurred over time in the structure of jihadist
media and the extent to which those changes reflect
shifts in the movement’s structure and priorities.

B Which jihadist media products attract the greatest number
of readers/viewers on forums, and which media products are
amplified through coverage in mainstream media?

e The current study limits itself to an examination of
jihadist media production through the prism of the
MPDEs that are responsible for its release and the regions
and groups on which it focuses. The analysis could be
broadened in two directions. First, the application of
methods for measuring the reach and impact of online
materials could give us a better sense of how many
viewers and readers jihadist media are affecting in their
original form. Second, augmenting this material with an
analysis of mainstream media coverage, both in Arabic
and English, could help us to arrive at a more complete
and methodologically grounded understanding of the
real impact jihadist media efforts are having on hearts
and minds both in the Arabic-speaking world and in the
broader international context.
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